
MODULE 9. LEGAL ASPECTS OF COMPUTING.  

INFORMATION ECOLOGY  

 

•“National borders aren’t even speed bumps on the 

information superhighway.” (Tim May)  

 

1. VOCABULARY  
A. VOCABULARY FOCUS  

1.1. Study the following words and word 

combinations. Consult a specialised ICT dictionary, if necessary.  

 

blocking (n)  • internal congestion in a communication system that 

prevents the transmission of information: techniques 

to ~ access to Internet sites; IP ~; tampering and 

URL ~; a common rationale used for ~ content; 

standard ~ strategies; technical ~; keyword ~;  

censorship (n)  • a policy or program of censoring; the act or system 

of censoring: ~ circumvention sites; Internet ~; to 

encourage self-~;  

collaboration (n)  • the act of working with another or others on a joint 

project: ~ technology; evolutionary networks of ~;  

collective intelligence  • a shared or group intelligence that emerges from the 

collaboration and competition of many individuals 

and appears in consensus decision making in 

bacteria, animals, humans and computer networks;  

сomputerized (adj)  • caused to be performed by a computer as a 

replacement for human labour: ~ voting technology;  

сontent (n)  • all that is contained or dealt with in a piece of 

computer information: sensitive ~; Internet ~; 

~ restrictions; to choose ~ by post online; gambling-

related ~;  

cyberbullying (n)  • (also cyber-bullying) the use of information and 

communication technologies to support deliberate, 

repeated and hostile behavior by an individual or 

group, that is intended to harm others;  

cyber law (n)  • a rule or set of rules, enforceable by the courts, 

regulating the government of a state in the sphere of 

ICT; Syn. IT Law; areas of ~; ~ on censorship; to 

retain data for ~ enforcement; ~s to govern the 

Internet; conflict of ~s;  

cyber space (n)  • the electronic medium of computer networks, in 

which online communication takes place;  
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digital signature (n)  • (also electronic signature) electronic proof of a 

person’s identity involving the use of encryption, 

used to authenticate documents;  

digital watermark (n)  • a means of protecting data; a special code inserted 

into a file for its identification;  

ecosystem (n)  • a system involving the interactions between a 

community of living organisms in a particular area 

and its nonliving environment: information ~; 

knowledge ~; ~ of the information landscape; 

digital ~; natural ~;  

enactment (n)  • the process by which legislation, or part of 

legislation, and treaties come to have legal force and 

effect;  

filtering (n)  • the process of blocking signals or radiations of 

electronic, optical or acoustic device of certain 

frequencies while allowing others to pass: Internet ~; 

topics subject to ~; political / social / economic / 

security ~; motives or rationales for Internet ~;  

incompatible (adj)  • incapable of existing together, conflicting, opposed 

in nature or quality to other computer programs: ~ 

with; ~ of systems and languages;  

information 

ecology (n) 

• a growing issue or a new subject connecting 

ecological ideas and the dynamics and properties of 

the increasingly dense, complex and important 

digital information environment;  

IT governance (n)  • a subset discipline of corporate governance focused 

on information technology systems and their 

performance as well as risk management;  

intimidation (n)  • intentional behavior which would cause a person of 

ordinary sensibilities fear of injury or harm;  

jurisdiction (n)  • the right or power to administer justice and to apply 

laws: regulation of the Internet under ~; direct ~ 

over websites / web content hosts;  

knowledge 

economy (n) 

• a type of economy where knowledge is a product;  

legal (adj)  • established by or founded upon law; of or relating 

to law; Syn. legislative, judicial, lawful; ~ 

competence; to raise ~ concerns; ~ aspects of 

computing; ~ issues; ~ enactments; to omit ~ 

websites from search results; subsequent ~ action; to 

raise a host of ~ issues; Ant. illegal; 

multifaceted (adj)  • having many aspects: the ~ Internet;  
pirated software (n)  • practices involving the unauthorized copying of 
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computer software;  
regulation (n)  • the act or process of regulating; ~ of national 

segment of the Internet; Ant. deregulation;  
restriction (n)  • a restrictive measure, law; the act of restricting or 

the state of being restricted: content ~s;  
search (v)  • to use a computer to look for information, 

especially on the Internet: ~ result removals; Internet 
~ services;  

site license (n)  • rights for using the system;  
software pirate (n)  • a program pirate; a person illegally copying a 

program for commercial purposes;  
violation (n)  • having harmful effect; extreme force that causes 

damage: computer security ~s; ~ of data integrity;  
vulnerability (n)  • survival capability of a system: to look for ports with 

access ~s;  

 

1.2. Study the following abbreviations, acronyms and blendings.  

DNS  • Domain Name System  
DRM  • Digital Rights Management  
ID  • identification  
ISMS  • Information Security Management System  
IT Law  • Information Technology Law  
telnet  • telecommunication network  
VoIP  • Voice over Internet Protocol  
URL • Uniform Resource Locator  

 

1.3. Match the words with their definitions.  
1. incompatible  
2. information ecology  
3. vulnerability  
4. knowledge economy  
5. information pollution  
6. blocking  
7. cyber law  
8. IT Law  
9. information balance  
10.  technique  
 
 

a) internal congestion in a communication system that 
prevents the transmission of information;  

b)  an economy in which information services are 
dominant as an area of growth;  

c) unable to co-exist because of basic differences;  
d) wrong or outdated data, incompatibility of systems 

and languages, under-use of hardware;  
e) a set of recent legal enactments, currently in 

existence in several countries, which governs the 
process and dissemination of information digitally;  

f) viewing the informational space as an ecosystem;  
g) intelligent systems optimizing man’s use of 

information and knowledge;  
h) a practical method, skill or art applied to a particular 

task; 
i) the ability of being influenced or attacked;  
j) a term that encapsulates the legal issues related to 

use of communicative, transactional, and 
distributive aspects of networked information 
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devices and technologies.  

 

1.4. Comment on the meaning of the following word combinations.  

• to block access to the targeted sites  
• to carry an extensive practice 
regulation in the national segment of 
the Internet  
• to expose confidential information  
• to sell proprietary software  

• to keep pace with technology  
• to make real identities anonymous  
• to raise judicial concerns  
• to restrict access to the Internet  
• to withhold personal information  
• to filter traffic requested by a user  

 
B. VOCABULARY USE  

1.5. Complete the table with appropriate derivatives.  

NOUN VERB ADJECTIVE 

1  auditing    

2   enter   

3    incompatible  

4  exploit    

5   identify   

6    confidential  

7  jurisdiction    

8   expose  

9    comprehensive  

10  violation    
 

1.6. Give En equivalents for these word combinations.  
1) слабые места в системе защиты; 2) информационные ресурсы, содер-
жимое; 3) блокировочная система, блокировка; 4) контроль и защита 
авторских прав на цифровые / электронные произведения; 5) несовмес-
тимость, несочетаемость; 6) информационная экология; 7) передача го-
лоса по IP-протоколу; 8) ограничение / фильтрация контента; 9) лицензия 
на использование системы; 10) человек, незаконно копирующий 
программу в коммерческих целях.  

 

1.7. Translate the following sentences from Ru into En.  

1. Вопрос информационного загрязнения может рассматриваться как 

одна из серьезных глобальных проблем.  

2. Экология информационного пространства должна стать заботой каждого 

пользователя и профессионала сферы ИКТ.  

3. Новые законодательные акты регламентируют широкий спектр различных 

видов деятельности, включая программное обеспечение, защиту 

компьютерных программ, контроль цифровой информации и электронной 

торговли.  

4. Компании, предоставляющие поисковые системы для нахождения 

информации в сети Интернет, сотрудничают с государственными 

органами с целью устранения незаконных вебсайтов.  

http://en.wikipedia.org/wiki/Information_technology


5. Skype, как наиболее защищенная система, представляет собой 

недорогую телефонную связь, основанную на интернет-технологиях, 

которая в значительной степени блокирует передачу голоса по 

IP-сетям.  

6. Интернет независим от конкретного географического расположения, он 

находит свое физическое воплощение в персональных компьютерах и 

других электронных устройствах.  

7. Проявление бдительности самими пользователями – это еще одна 

распространенная и эффективная стратегия ограничения доступа к 

личным данным в Интернете.  

8. У Интернета нет четких географических и юридических границ, все 

пользователи глобальной сети находятся под юрисдикцией своих стран и 

подчиняются законам вне зависимости от их присутствия в Интернете.  

 

 

2. SWITCH ON ACTIVITIES  

2.1. Say what legal aspects of computing are of primary concern for 

computer users. Why?  

• to raise judicial concerns  

• to carry an extensive practice regulation 

in the national segment of the Internet  

• to make real identities anonymous  

• to expose political information  

• to regulate the Internet  

• to filter traffic requested by a user  

• to produce site licenses for 

software  
 

2.2. Work in pairs. Look at the pictures below and discuss with your partner 

how urgent it is today to consider issues of legal aspects of computing and 

information ecology. Act out your conversations in class.  

Picture 1 Picture 2 Picture 3 

   

3. READING 
BEFORE YOU READ  

3.1. You are going to read the text about legal aspects of computing and 

information ecology. Before you read, discuss the following questions.  

1. Why are legal aspects of computing at issue today?  

2. How do you define information ecology? What fields of knowledge does it 

comprise?  

3. What is known as digital ecosystem?  
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WHILE YOU READ  

3.2. Read the text and complete the following sentences.  

1. Cyberlaw is a term that ... related to use of communicative, ... of networked 

information devices and technologies.  

2. There are also limits on the use of ... and of ... which may be used to defeat 

copy protection schemes.  

3. There are laws ... on the Internet, taxation, ... , and advertising.  

4. Computerized voting technology, from ... to the Internet and ... , raise a host of 

legal issues.  

5. If there are laws that could govern the Internet, then it appears that such laws ... 

from laws that geographic nations use today.  

6. The perceived threat to national security is ... used for ... .  

7. Hate speech and political satire are also ... in some countries.  

8. There is no uniform, international jurisdictional law of ... , and such questions 

are generally ... , particularly private international law.  

9. The term ‘information ecology’ is often used as ... , viewing the informational 

space as an ... .  

10. Under a global perspective, the question of ... can be stated as a problem.  
 

The Computer Invasion in Law. Information Ecology  
 

Cyber Law and Information Technology Law. Legal aspects of computing 

are related to various areas of law. Cyberlaw is a term that encapsulates the legal 

issues related to use of communicative, transactional and distributive aspects of 

networked information devices and technologies. Information Technology Law 

(or IT Law) is a set of recent legal enactments, currently in existence in several 

countries, which governs the process and dissemination of information digitally. 

These legal enactments cover a broad gamut of different aspects relating to 

computer software, protection of computer software, access and control of digital 

information, privacy, security, Internet access and usage and electronic 

commerce. These laws have been described as ‘paper laws’ for a ‘paperless 

environment’.  

In various countries areas of the computing and 

communication industries are regulated – often 

strictly – by government bodies. There are rules on 

the uses to which computers and computer networks 

may be put, in particular, there are rules on 

unauthorized access, data privacy and spamming. 

There are also limits on the use of encryption and 

equipment which may be used to defeat copy 

protection schemes. The export of hardware and software between certain states 

is also controlled. There are laws governing trade on the Internet, taxation, 

consumer protection and advertising.  
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There are laws on censorship versus freedom of expression, rules on public 

access to government information and individual access to information held on 

them by private bodies. There are laws on what data must be retained for law 

enforcement and what may not be gathered or retained, for privacy reasons. 

Computerized voting technology, from polling machines to the Internet and 

mobile-phone voting, raise a host of legal issues. Some states limit access to the 

Internet, by law as well as by technical means.  

Legal Regulation of the Internet. Imagine for a moment a world without 

laws, restriction and prohibitions. Many would imagine a world in chaos, war, 

violence. This ‘chaos’ exists in segments of the Internet where there is absolutely 

no control. This raises the question: must the Internet be regulated or is it a self-

regulated system?  

The number of states that regulate and restrict access to the Internet has 

rapidly increased in recent years. Based on the arguments, among which are such 

powerful and compelling as the ‘enforcement of intellectual property rights’, 

‘protection of national security’, ‘preserving cultural norms and religious values’ 

and ‘protecting children from pornography and exploitation’, many states carry 

an extensive practice regulation in the national segment of the Internet.  

The main method of regulating the Internet is 

to filter traffic requested by a user, the so-called 

Internet filtering. There are essentially three 

motives or rationales for Internet filtering: 

politics and power, social norms and morals and 

security concerns. Accordingly, most of the 

topics subject to filtering fall under one of three 

thematic headings: political, social and security. 

The perceived threat to national security is a common rationale used for blocking 

content. Internet filtering that targets the websites of insurgents, extremists, 

terrorists and other threats generally gardens wide public support.  

Social filtering is focused on those topics that are held to be antithetical to 

accepted societal norms, pornographic, gambling-related content. These are the 

prime examples of what is filtered for societal and cultural reasons. Hate speech 

and political satire are also the target of Internet filtering in some countries.  

An emergent impetus for filtering is the protection of existing economic 

interests. The best example is the blocking of low-cost international telephone 

services that use Voice over Internet Protocol (VoIP) and hereby reduce the 

customer base of large telecommunications companies many of which enjoy 

entrenched monopoly positions. Skype, a popular and low-cost Internet-based 

telephone service, heavily blocks VoIP sites.  

Internet censorship and content restrictions can be enacted through a number 

of different strategies. Internet filtering normally refers to the technical 

approaches to control access to information on the Internet as embodied in the 

first two of the four approaches described below.  
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Internet Access Regulators. There are three commonly used techniques to block 

access to Internet sites: IP blocking, DNS tampering and URL blocking using a proxy. 

These techniques are used to block access to specific web pages, domains or IP 

addresses. Keyword blocking, which blocks access to websites based on the words 

found in URLs or blocks searches involving blacklisted terms, is a more advanced 

technique that a growing number of countries are employing. These methods are most 

frequently used where direct jurisdiction or control over 

websites are beyond the reach of authorities.  

In several instances, companies that provide Internet 

search services cooperate with governments to omit 

illegal or undesirable websites from search results. Rather 

than blocking access to the targeted sites, this strategy 

makes finding the sites more difficult.  

Where regulators have direct access to and legal 

jurisdiction over web content hosts, the simplest strategy is to demand the 

removal of websites with inappropriate or illegal content. In several countries, a 

cease and desist notice sent from one private party to another with the threat of 

subsequent legal action, is enough to convince web hosts to take down websites 

with sensitive content. Where authorities have control of domain name servers, 

officials can deregister a domain that is hosting 

restricted content, making the website invisible to 

the browsers of users seeking to access the site.  

Another common and effective strategy to limit 

exposure to Internet content is by encouraging 

self-censorship both in browsing habits and in 

choosing content by post online. This may take 

place through the threat of legal action, the 

promotion of social norms or informal methods of intimidation. In many cases, 

content restrictions are neither spoken nor written. The perception that the 

government is engaged in the surveillance and monitoring of Internet activity, 

whether accurate or not, provides another strong incentive to avoid posting 

material or visiting sites that might draw the attention of authorities.  

Issues of Jurisdiction in the Era of the Internet. The unique structure of the 

Internet has raised several judicial concerns. While grounded in physical 

computers and other electronic devices, the Internet is independent of any 

geographic location. The laws of a nation may have extraterritorial impact 

extending the jurisdiction beyond the sovereign and territorial limits of that 

nation. This is particularly problematic as the medium of the Internet does not 

explicitly recognize sovereignty and territorial limitations. There is no uniform, 

international jurisdictional law of universal application, and such questions are 

generally a matter of conflict of laws, particularly private international law. An 

example would be where the contents of a web site are legal in one country and 

illegal in another.  
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Another major problem of cyber law lies in 

whether to treat the Internet as if it were physical 

space, and thus subject to a given jurisdiction’s laws, 

or to act as if the Internet is a world unto itself, and 

therefore free of such restraints.  

With the internationalism of the Internet, 

jurisdiction is a much more tricky area than before, 

and courts in different countries have taken various views on whether they have 

jurisdiction over items published on the Internet, or business agreements entered 

into over the Internet. This can cover areas from contract law, trading standards 

and tax, through rules on unauthorized access, data privacy and spamming to 

more political areas such as freedom of speech, censorship, libel or sedition.  

In fact, conflicting laws from different jurisdictions may apply, 

simultaneously, to the same event. The Internet does not tend to make 

geographical and jurisdictional boundaries clear, but Internet users remain in 

physical jurisdictions and are subject to laws independent of their presence on the 

Internet. As such, a single transaction may involve the laws of at least three 

jurisdictions: 1) the laws of the state/nation in which the user resides; 2) the laws 

of the state/nation that apply where the server hosting the transaction is located, 

and 3) the laws of the state/nation which apply to the person or business with 

whom the transaction takes place.  

While real individuals connect to the Internet and interact with others, it is 

possible for them to withhold personal information and make their real identities 

anonymous. If there are laws that could govern the Internet, then it appears that 

such laws would be fundamentally different from laws that geographic nations 

use today.  

Information Ecology in Information Society. Information is power – for 

good or for bad. Information is an artificial resource and it is basically socially-

dependent. In a world of industrial productivity, scientific and technological 

development as well as of violence, ecological crisis the production, storage, 

exchange, diffusion, selection and use of information has also become a key 

point. In the context of an evolving information society, the term information 

ecology marks a connection between ecological ideas with the dynamics and 

properties of the increasingly dense, complex and important digital information 

environment and has been gaining progressively wider acceptance in a growing 

number of issues. The term information ecology is often used as metaphor, 

viewing the informational space as an ecosystem. Information ecology also makes 

a connection to the concept of collective intelligence and knowledge ecology.  

Information society is a society where the creation, distribution, diffusion, use, 

integration and manipulation of information is a significant economic, political, and 

cultural activity. The aim of the information society is to gain competitive advantage 

internationally through using IT in a creative and productive way. Knowledge 

economy is its economic counterpart, whereby wealth is created through the 

economic exploitation of understanding. People who have the means to partake in 

this form of society are sometimes called digital citizens. Information society is seen 
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as the successor to industrial society. 

Under a global perspective, the question of information pollution can be stated 

as a problem. The term information pollution should be considered as the 

negative side of the information balance to be achieved. Some examples of 

information pollution are: wrong or outdated data, incompatibility of systems and 

languages, under-use of hardware, hacking, viruses, addressing systems to the 

wrong ‘epistemic who’, lack of responsibility of software suppliers. Information 

balance implies: re-use, recycling, free-flow, intelligent systems or, generally 

speaking, optimizing man’s use of information and knowledge. We should try to 

think more specifically on the question to which information ecology is or could 

be the answer. 

Knowledge and Digital Ecosystem. We live not only from nature but also 

within it. Our lives as individuals as well as parts of different kinds of social 

systems are dependent on the knowledge we share with others, as well as on the 

ways we make profit of it, i.e. on information. The idea of a knowledge 

ecosystem is an approach to knowledge management which claims to foster the 

dynamic evolution of knowledge interactions between entities to improve 

decision-making and innovation through improved evolutionary networks of 

collaboration. In contrast to purely directive management efforts that attempt 

either to manage or direct outcomes, knowledge ecosystems espouse that 

knowledge strategies should focus more on enabling self-organization in 

response to changing environments.  

A digital ecosystem is a distributed adaptive open social and technical system 

with properties of self-organisation, scalability and sustainability. As an emerging 

field of study, ‘digital ecosystems’ is informed by knowledge of natural 

ecosystems and is still being defined. The term is used in the computer industry, 

the World Economic Forum. Modern information technology plays a major role 

in the process of shaping not only the ways we communicate but also all aspects 

of our individual and social life.  
The ecology of the information landscape has to take basically into account 

the managerial, or bottom line, perspective of information. Handling information 
like other goods does not necessarily mean to forget its social dimension. A 
narrow-minded economic view, in the long term, damages itself.  

The whole concept of ‘free flow’ of information needs to be reevaluated 
without the confusion and meaningless rhetoric. In the international and 
ecological context the problems of data protection are, of course, crucial. As we 

are rethinking our views on political boundaries with 
regard to air and water pollution, we are to start 
considering the question of information pollution 
particularly from a cultural, political and legal point of 
view – dominance, manipulation, criminal actions. The 
benefits and threats of the (mis)use of information 
technologies must become part of international 
deliberation.  
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AFTER YOU READ  

3.4. Answer the following questions based on the text.  

1. What do the word combinations ‘paper laws’ for a ‘paperless environment’ mean?  

2. Can you prove that IT Law covers a number of different aspects related to IT 

industry?  

3. What is data privacy? Should it exist in modern society?  

4. Are the laws governing trade on the Internet, taxation, consumer protection and 

advertising sophisticated enough?  

5. How are intellectual property rights regulated on the Internet? Must the Internet be 

supervised or is it a self-regulated system?  

6. Is it possible to preserve cultural norms and religious values of different countries in 

cyberspace?  

7. What is your attitude to filtering? Should there be monitoring of Internet activity in 

the society?  

8. Do states carry out an extensive practice regulation in the national segment of the 

Internet?  

9. Are there only three essential rationales for Internet filtering: politics, social norms 

and security concerns? Can you add up any more?  

10. What do you think of conflict of laws where the contents of a web site are legal in 

one country and illegal in another?  

11. Should the laws that govern the Internet be fundamentally different from the laws 

that geographic nations use today?  

12. Information is an artificial resource and it is basically socially-dependent, isn’t it?  

13. Is the aim of information society to gain competitive advantage internationally 

through using IT?  

14. In your view, can we handle information like other goods? If yes, give your reasons.  

15. Shall we start considering the question of information pollution from a cultural, 

political and legal point of view?  

 

3.5. Work in groups. Consider the following issues and report the information 

you have discussed back to the class.  
1. Information Technology Law.  

2. Areas of Law.  

3. Regulation of the Internet.  

4. Internet Censorship.  

5. Information Ecology in Information Society.  

6. Knowledge Economy and Digital Ecosystem.  

 

 

4. SUPPLEMENTARY READING   

4.1. Scan the following texts and choose from the list (A-D) the sentence which 

best summarises each part (1-2) of the text. There are two extra sentences 

which you do not need to use.  

A It is Time for Countries to Start Talking about Arms Control on the Internet  

B The History of Revolutionising Warfare  
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C The Scenario of Turning the World  

D Hardware and Software War  

 

Cyberwar: The Threat from The Internet  
 

1  

Throughout history new technologies have revolutionised warfare, both 

abruptly and gradually: take an example of the chariot, gunpowder, aircraft, radar 

and nuclear fission. So it has been with information technology. 

Computers and the Internet have transformed economies 

and given great advantages, such as the ability to send remotely 

piloted aircraft across the world to gather intelligence 

and attack targets. But the spread of digital technology comes 

at a cost: it exposes armies and societies to digital attack.  

The threat is complex, multifaceted and potentially very 

dangerous. Cyberspace has become the fifth domain of warfare, after land, sea, air 

and space. Modern societies are ever more reliant on computer systems linked to 

the Internet. If power stations, refineries, banks and air-traffic-control systems 

were brought down, people would lose their lives. Yet there are few, if any, rules 

in cyberspace of the kind that govern behaviour, even warfare, in other domains. 

As with nuclear- and conventional-arms control, big countries should start talking 

about how to reduce the threat from cyberwar, the aim being to restrict attacks 

before it is too late.  

Some scenarios imagine the almost instantaneous failure of the modern world 

systems that keep the world turning. As computer networks collapse, factories and 

chemical plants explode, satellites spin out of control and the financial and power 

grids fail. That seems alarmist to many experts. Yet most agree that infiltrating 

networks is pretty easy for those who have the will, means and the time to spare. 

Governments know this because they are such enthusiastic hackers themselves. Spies 

frequently break into computer systems to steal information.  

Many of the computers used in the cyber-attacks belonged to innocent 

computer users whose PCs had been hijacked. Companies suspect technically 

advanced countries of organising mini-raids to ransack Western know-how: it 

could just have easily been Western criminals, computer-hackers showing off or 

disillusioned former employees. One reason why Western governments have until 

recently been reticent about cyber-espionage is surely because they are dab hands 

at it, too.  

Cyber-weapons are being developed secretly, without discussion of how and 

when they might be used. Nobody knows their true power, so countries must 

prepare for the worst. The speed with which electronic attacks could be launched 

gives little time for cool-headed reflection and favours early, even pre-emptive, 

attack. Even as computerised weapons systems have blown away some of the fog 

of war from the battlefield, they have covered cyberspace in a thick, menacing 

blanket of uncertainty.  



One response to this growing threat has been military. 

Iran claims to have the world’s second-largest cyber-army. 

Russia, Israel and North Korea boast efforts of their own. 

America has set up its new Cyber Command both to defend 

its networks and devise attacks on its enemies. NATO is 

debating the extent to which it should count cyberwar as a 

form of “armed attack” that would oblige its members to 

come to the aid of an ally.  

But the world needs cyberarms-control as well as cyber-

deterrence. Some technologically advanced countries have 

until recently resisted weapons treaties for cyberspace for fear 

that they could lead to rigid global regulation of the Internet. Such thinking at last 

shows signs of changing, and a good thing, too. The countries most reliant on 

computers, are probably most vulnerable to cyber-attack.  

2  

If cyberarms-control is an advantage, it would be wise to shape such accords 

about hardware and software wars. So in the meantime countries should agree on 

more modest accords, or even just informal “rules of the road” that would raise the 

political cost of cyber-attacks. Perhaps there could be a deal to prevent the crude 

“denial-of-service” assaults. NATO and the European Union could make it clear 

that attacks in cyberspace, as in the real world, will provoke a response; the UN or 

signatories of the Geneva Conventions could declare that cyber-attacks on civilian 

facilities are, like physical attacks with bomb and bullet, out of bounds in war; rich 

countries could exert economic pressure on states that do not adopt measures to 

fight online criminals. Countries should be encouraged to spell out their military 

policies in cyberspace. And there could be an international centre to monitor cyber-

attacks, or an international “duty to assist” countries under cyber-attack, regardless 

of the nationality or motive of the attacker.  

The Internet was designed for convenience and reliability, not security. Yet in 

wiring together the globe, it has merged the garden and the wilderness. No passport 

is required in cyberspace. And although police are constrained by national borders, 

criminals roam freely. Enemy states are no longer on the other side of the ocean, 

but just behind the firewall. The ill-intentioned can mask their identity and 

location, impersonate others and con their way into the buildings that hold the 

digitised wealth of the electronic age: money, personal data and intellectual 

property.  

The Internet is not a “commons”, but a network of networks that are mostly 

privately owned. A lot could also be achieved by greater co-operation between 

governments and the private sector. But in the end more of the burden for ensuring 

that ordinary people’s computer systems are not co-opted by criminals or cyber-

warriors will end up with the latter – especially the Internet-service providers that run 

the network. They could take more responsibility for identifying infected computers 

and spotting attacks as they happen. None of this will eradicate crime, espionage or 

wars in cyberspace. But it could make the world a little bit safer.  

 



4.2. Read through the texts again and decide if the following sentences are 

true (T) or false (F).  

1. Computers and the Internet have transformed economies but have not much 

given great advantages.  

2. Cyberspace has become the fifth domain of warfare, after land, sea, air and 

space.  

3. Usually many of the computers used in the cyber-attacks belonged to innocent 

computer users whose PCs had been hijacked.  

4. The Internet was designed for convenience and reliability and for security.  

5. Countries should be encouraged to spell out their military policies in 

cyberspace.  

 

4.3. Answer the questions about the texts.  

1. Is the threat from the Internet dangerous?  

2. What for has America set up its new Cyber Command?  

3. Does the world need cyberarms-control as well as cyber-deterrence?  

4. Should countries agree on informal “rules of the road” to avoid cyber-attacks?  

5. Could there be a special international centre to monitor cyber-attacks?  

 

 

5. MULTIMEDIA FILE  

In this section you are going to watch the multimedia file “News on Cyber War” 

which is a piece of news from ‘Australian News’.  

 
BEFORE YOU WATCH  

5.1. Make sure you understand the meaning of the key vocabulary from the 

multimedia file.  

1. cyber security strategy (n) – a particular long-term plan for success, the art or 

science of the planning and conduct of a war;  

2. play station (n) – a center or a station for playing computer games;  

3. combat (v) – to fight or defy with or against, to struggle against; be in conflict 

with;  

4. designate (v) – to indicate or specify; to select for smth; appoint;  

5. shared network (n) – systems used by some users at a time;  

6. virtual warfare (n) – the act, process, or an instance of waging war; conflict, 

struggle, or strife in cyberspace;  

7. hijacking (n) – a computer crime that involves redirecting anyone trying to visit a 

certain website elsewhere;  

8. allegation (n) – an unproved statement or assertion, esp one in an accusation;  

9. retaliation (n) – the act of doing something harmful or unpleasant to someone 

because they have done something harmful or unpleasant to you.  

 

5.2. Make sure you understand the titles of the V.I.P.s who speak up in the 

video clip.  

1 seniour US Government officials             4 attorney-general  



2 The FBI                                                      5 shadow communications minister  

3 US Secretary of State                                 6 crime reporter  

 

5.3. Look at the pictures below and try to predict what the multimedia file is 

about.  

Picture 1 Picture 2 Picture 3 

   
5.4. Watch the video and check your predictions.  

 
WHILE YOU WATCH  

5.5. Watch the video again and complete the following statements.  
1. Many attempts on a ... can very much offend our cooperation.  

2. People should be very careful about accessing important ... information on 

shared networks.  

3. The US Defense Department designated cyber attacks as ... of war.  

4. In fact, in its cyber strategy to be released next month, the Pentagon will declare 

... as military retaliation.  

 

5.6. Decide whether these statements are true (T) or false (F).  

1. Two of the world’s biggest companies are under attack from Internet hackers 

compromising the security of millions of customers.  

2. American government admits: Australia is under sustained attack and today 

promised an earnest investigation into cyber warfare.  

3. The US Defense Department takes these threats not seriously.  

 
AFTER YOU WATCH  

5.7. Answer the questions based on the information from the multimedia file.  

1. How many companies are under attack, as reported in the news bulletin?  

2. How does Hillary Clinton take the allegation?  

3. What is the position of Hong Lei, the Chinese Minister of Foreign Affairs?  

4. When will the Australian cyber policy be announced?  

 

5.8. Express your opinion on the following.  

1. Any big company today is at risk of being attacked by hackers.  

2. Cyber attacks compromise the security of millions of customers.  

3. Cyber warfare is a new kind of weapon both for politicians and military men.  

 

 



6. TRANSLATION  

6.1. Translate the text from En into Ru.  

 

What is CyberBullying?  
 

Cyberbullying is a form of harassment that 

makes use of the latest technology. Primarily the 

harassment occurs on the web, but today’s smart 

phones are being used to harass people, too. The 

term cyberbullying is a new one that has been 

defined in different ways by different 

organizations. According to the US National 

Crime Prevention Council, it is when the Internet, cell phones or other devices are 

used in cruelty to others by sending or posting text or images intended solely to 

hurt or embarrass another person.  

Cyberbullies often post damaging information on blogs or websites and even 

secretly record conversations via cell phone and then playing back the recording to 

the person being talked about. Cyberbullying differs from the more traditional 

forms of bullying in that it can occur at any time – literally 24-hours a day. Email 

messages, videos and images can be distributed instantaneously to a world-wide 

audience with the perpetrator remaining anonymous, often making them difficult to 

trace.  

The practice of cyberbullying is not limited to children and, while the behavior 

is identified by the same definition in adults, the distinction in age groups is 

sometimes referred to as cyberharassment when perpetrated by adults toward 

adults. 

Common tactics used by cyberstalkers are to vandalize a search engine or 

encyclopedia, to threaten a victim’s earnings, employment, reputation, or safety. A 

repeated pattern of such actions against a target by an adult constitutes 

cyberstalking.  

When a person’s physical safety is threatened, cyberbullying is illegal. Making 

the bully aware that his or her actions could be illegal might not stop them. But 

other tools are in place to help those who have experienced both cyberbullying and 

cyberstalking.  

The National State Conference of Legislatures lists information about 

cyberstalking laws for 47 states. Forty-seven states now have laws that explicitly 

include electronic forms of communication within stalking or harassment laws. 

State laws that do not include specific references to electronic communication may 

still apply to those who threaten or harass others online, but specific language may 

make the laws easier to enforce. Children and teens are rarely concerned about 

Internet safety. Published information from the National Crime Prevention Council 

indicates that half of all American teens are bullied online. Some new programs 

help parents stop cyberbullying without forcing their kids to stay off of their 

computers.  
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7. SPECIALIST READING  

7.1. Read the specialised text about the IT governance frameworks. Do the 

activities that follow the text.  
 

Frameworks for Control and Security  
 

Over the years three rather different, but widely accepted, IT governance 

frameworks have been developed. They are COBIT, ISO 27002 and ITIL. Each of 

these frameworks was developed in a different country and by a third party, i.e. 

these frameworks are vendor-independent. Although any of these frameworks may 

not serve as a silver bullet to resolving information security risks, each has its forts 

in IT governance.  

COBIT, or Control Objectives for Information and related Technology, is 

increasingly popular framework of practices for IT, internal information controls 

and risks mitigation. Developed by America’s IT Governance Institute, COBIT is a 

process oriented framework which provides management guidelines for monitoring 

and evaluating an enterprise’s IT resources. The framework offers tools responsive 

to the management needs to control and monitor enterprise’s IT capability for its 

various business processes. The best practice approach provided by COBIT 

includes such tools as: performance drivers for IT; best practices for IT processes 

and relevant critical success factors; elements for performance outcome 

measurement; maturity models instrumental for decision making over capability 

improvements.  

According to COBIT there are 34 IT processes in an enterprise, every process is 

assigned a level of maturity on a scale 0-5 from non-existent to optimized or best 

practice. The maturity levels are used for benchmarking of IT capabilities. IT 

processes are grouped into four domains, such as: 1) plan and organise; 2) acquire 

and implement; 3) deliver and support; 4) monitor and evaluate.  

ISO 27002 is a Code of practice for information security management. It 

provides the general principles for planning, implementing and improving 

information security management for businesses.  

It is worth mentioning that ISO 27002 addresses security of information in 

possibly all of its formats including electronic files, paper documents, recordings, 

media and communications. The standard is comprehensive enough to group 

information in context of communication into conversations (telephone, mobile, 

face to face) and messages (email, fax, video and instant messaging).  

ISO 27002 suggests initiating implementation of information security 

management by gathering company’s information security requirements. This is 

done through a process consisting of the following steps:  

1. Perform risk assessment aimed at identifying vulnerabilities and threats and 

establishing their likelihood causing an information security breach and its 

consequences to business objectives.  

2. Study legal requirements – this step includes addressing the legislative and 

contractual requirements of all business stakeholders and ensuring the regulatory 

requirements specific to business are met.  



3. Scrutinise requirements internal to business – through examination of 

information management processes, methods and practices inside the organisation 

it is possible to identify information security needs and requirements unique to the 

organisation.  

ISO 27002 addresses objectives of information security management and 

recommends controls which should be used to achieve these objectives.  

Information Technology Infrastructure Library or ITIL emerged in recognition 

to an increasing dependence of enterprises on information and IT in order to meet 

their business needs. Developed by the UK Office of Government Commerce, ITIL 

comprises of a comprehensive set of good practice documentation for managing IT 

infrastructure, development and delivery of quality services. Through the use of 

best practices ITIL provides a systematic approach to the IT Service Management.  

ITIL has been highly acclaimed and adopted by such large organisations as 

Barclays Bank, HSBC, British Airways, MOD. This and other IT control 

frameworks are flexible enough to allow any business, from small companies to 

global enterprises, to adapt and implement only selected components of the 

framework to the specific needs of a business. ITIL covers Security Management 

as a process of embedding information security into organisational management. 

ITIL Security Management is largely based on the ISO 17799 / ISO 27002 

standard and treats information security as the process of safeguarding information 

from risks.  

The above mentioned set of best practices comprehensively covers a broad 

range of management areas from Human Resource Security Management to 

Information Incident Security Management.  

 

7.2. Find the answers to the questions in the text.  

1. What IT governance frameworks have been developed?  

2. Why COBIT is known as an increasingly popular framework?  

3. Which institution was COBIT developed by?  

4. How many IT processes are there in an enterprise according to COBIT?  

5. Why is ISO 27002 known as a Code of practice?  

6. What spheres of Security Management does ITIL cover?  

 

7.3. Match the terms in Table A with their definitions in Table B.  

                   Table A                                          Table B 

1  COBIT   a  an abstraction in which common code 

providing generic functionality can be 

selectively overridden or specialized by user 

code, thus providing specific functionality  

2  ISO   b  The International Organization for 

Standardization, International Standards 

Organization  

3  ITIL  c  a set of rules about how people in a particular 

profession should behave in their work  

4 framework   d  Control Objectives for Information and Related 
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Technology  

5 Code of practice   e  Information Technology Infrastructure Library  

 

8. RENDERING  

8.1. Render the text about IT Law from Ru into En and relate the information 

given in the text to your personal life experience.  

 

Информационное право  
 

Появление и развитие Интернета привело к 

возникновению объектов, обладающих 

информационной природой, которые ранее не 

были известны праву и им не регулировались. В 

частности, речь идет о доменных именах, сайтах 

и порталах. Активное вовлечение этих новых, 

прежде неизвестных законодательству объектов в коммерческий оборот 

требует их теоретического осмысления и законодательного решения.  

В юридической литературе достаточно большое внимание уделено вопросу 

исследования сущности и правовой природы Интернет-сайта. В целом можно 

выделить два подхода. Первый из них представляет собой попытку 

рассмотреть правовой режим веб-сайта в рамках действующего 

законодательства. Второй предлагает рассматривать сайт в сети Интернет как 

особый, ни на что не похожий вид информации или комплексный объект, 

состоящий из информации различных видов. 

Вторая точка зрения представляется наиболее перспективной, поскольку 

сайт в сети Интернет обладает специфическими характеристиками, не 

позволяющими отнести его к какому-либо из известных объектов правового 

регулирования. Это требует установления отдельного правового 

регулирования данного объекта. 
Информационное право рассматривается как наука, как учебная дисциплина 

и как собственно система правового регулирования отношений в 
информационной сфере, то есть подотрасль административного права. 

 

Основным предметом правового регулирования информационного права 
выступают информационные отношения, то есть общественные отношения в 
информационной сфере, возникающие при осуществлении информационных 
процессов – процессов производства, сбора, обработки, накопления, хранения, 
поиска, передачи, распространения и потребления информации. 

 

В информационном праве используется все разнообразие способов 

регулирующего воздействия на информационные правоотношения, то есть 

свобода выбора, равенство сторон, децентрализация, координация, 

централизованное осуществление властных полномочий, строгая 

субординация. Включенность различных методов в систему 

информационного права не означает их произвольного столкновения или 

конкуренции. Дискуссии по вопросам значительности тех или иных методов 

для информационного права можно примирить, только выработав 
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http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D0%B0%D1%8F_%D1%81%D1%84%D0%B5%D1%80%D0%B0
http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5_%D0%BF%D1%80%D0%BE%D1%86%D0%B5%D1%81%D1%81%D1%8B
http://ru.wikipedia.org/wiki/%D0%98%D0%BD%D1%84%D0%BE%D1%80%D0%BC%D0%B0%D1%86%D0%B8%D0%BE%D0%BD%D0%BD%D1%8B%D0%B5_%D0%BF%D1%80%D0%BE%D1%86%D0%B5%D1%81%D1%81%D1%8B
http://ru.wikipedia.org/wiki/%D0%94%D0%B5%D1%86%D0%B5%D0%BD%D1%82%D1%80%D0%B0%D0%BB%D0%B8%D0%B7%D0%B0%D1%86%D0%B8%D1%8F


самостоятельную правовую систему для разрешения проблем, возникающих 

в отношениях информационного свойства.  

9. DISCUSSION  

9.1. Work in groups of four students. Complete the ‘vocabulary network’ 

on the issues of cyber law and information ecology. Speak on control of 

digital information and its impact on information ecology. Report back to 

the class the results of your discussion.  

 

Vocabulary Network  

 
 

9.2. Work in groups. Find out from your partners whether they agree or 

disagree with the following statements.  

1. A major problem of cyber law lies in whether to treat the Internet as if it were 

physical space or to act as if the Internet is a world in itself.  

2. The main method of regulating the Internet is to filter traffic requested by a 

user, the so-called Internet filtering.  

3. In various countries areas of the computing and communication industries are 

regulated – often strictly – by government bodies.  

4. Modern information technology plays a major role in the process of shaping not 

only the ways we communicate but also all aspects of our individual and social 

life.  

5. While grounded in physical computers and other electronic devices, the Internet 

is independent of any geographic location.  
 

9.3. Work in pairs. Discuss the following issues. 

• Information is an artificial resource and it is basically socially-dependent. 

• The ‘chaos’ exists in segments of the Internet where there is absolutely no 

control. 
 

9.4. Work in small groups. Comment on the following.  
• The laws have been described as paper laws for a paperless environment.  
 

9.5. Work in groups of four. Agree or disagree on the quotation the module 

begins with.  

• “National borders aren’t even speed bumps on the information superhighway”. 

10. PROBLEM-SOLVING  



10.1. Work in pairs. Study the following points for Student A about electronic 

signature laws and Student B about IT laws in the INFORMATION BOXES 1 

and 2 given below.  

 
INFORMATION BOX 1 for Student A              INFORMATION BOX 2 for Student B  

   

  

Student A. Electronic Signature Laws     Student B. IT Laws  

• U.S. – Electronic Signatures in Global and 
National Commerce Act  
• U.S. – Uniform Electronic Transactions Act 
- adopted by 46 states  
• U.S. – Digital Signature And Electronic 
Authentication Law  
• U.S. – Government Paperwork Elimination 
Act (GPEA)  
• U.S. – The Uniform Commercial Code 
(UCC)  
• Malaysia Digital Signature Act  
• European Union - Electronic Signature 
Directive (1999/93/EC)  
• Mexico – E-Commerce Act [2000]  
• Costa Rica – Digital Signature Law  

• Florida Electronic Security Act  
• Illinois Electronic Commerce 
Security Act  
• Texas Penal Code – Computer 
Crimes Statute  
• Maine Criminal Code – Computer 
Crimes  
• Singapore Electronic Transactions 
Act  
• Malaysia Computer Crimes Act  
• UK – s.7 Electronic 
Communications Act 2000 
• UNCITRAL Model Law on 
Electronic Commerce  
• Information Technology Act 2000 
of India 

 

10.2. Find out from your partner how effective these recently adopted 

electronic signature and IT laws are in different countries for protecting 

private information. Take turns to interview each other and make notes on 

what you hear. Report back to the rest of the class.  
 

Student A. E-Signature Laws  
• How popular is e-signature?  

Student B. IT laws  
• What fields of activity do IT laws cover?  

http://en.wikipedia.org/wiki/Electronic_Signatures_in_Global_and_National_Commerce_Act
http://en.wikipedia.org/wiki/Electronic_Signatures_in_Global_and_National_Commerce_Act
http://en.wikipedia.org/wiki/Uniform_Electronic_Transactions_Act
http://en.wikipedia.org/wiki/Digital_Signature_And_Electronic_Authentication_Law
http://en.wikipedia.org/wiki/Digital_Signature_And_Electronic_Authentication_Law
http://en.wikipedia.org/wiki/Government_Paperwork_Elimination_Act
http://en.wikipedia.org/wiki/Government_Paperwork_Elimination_Act
http://en.wikipedia.org/wiki/Uniform_Commercial_Code
http://en.wikipedia.org/wiki/Uniform_Commercial_Code
http://en.wikipedia.org/wiki/European_Union
http://en.wikipedia.org/wiki/Mexico
http://en.wikipedia.org/wiki/Costa_Rica
http://en.wikipedia.org/wiki/United_Kingdom
http://en.wikipedia.org/wiki/Electronic_Communications_Act_2000
http://en.wikipedia.org/wiki/Electronic_Communications_Act_2000
http://en.wikipedia.org/wiki/Information_Technology_Act
http://en.wikipedia.org/wiki/Information_Technology_Act


• Where were the e-signature laws 
adopted?  
• Can you predict their efficiency?  
• Will they become international laws? 

• What ICT segment does each IT law 
protect?  
• What is the IT laws usability in the 
future? 

11. SELF-STUDY  

11.1. Do some scientific research on one of these themes. Produce a report on 

a theme and present it in class.  

1. The System of Electronic Document Circulation.  

2. The Problem of Electronic Signature.  

 

 

12. WRITING  

12.1. Write an essay on one of the following topics.  

1. Legal aspects of computing relate to various areas of law.  

2. Computer crimes in banking system.  

 
 


